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¢ABOUT US?

TalSoft TS is a company specialized in consulting and
services in business computing and trainning
security, which respond to the needs of outsourcing
services of medium and large companies, nationally and
internationally.

Talsoft TS is creating pro-active awareness, control
and decision-making power for companies to protect
their critical and confidential information against
computer attacks.

Our clients comment that their satisfaction with our
services is 8 of 10 points.
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MISSION

It is to provide services in computer security in
the local and international scope. We respond to the
increasing demands of the IT security market with two
clear premises: to satisfy the needs in an ethical and
professional manner, and to contribute to the
improvement of the security status of our clients.

We are a team of professionals committed to the
prevention, protection and solution of incidents produced
through computerized business resources. We achieved this
task through a permanent professional update,
feedback. training and methodical analysis based on
international standards.

Our team works with international models that allow to
have a guide in the execution of the service. We seek a
long-term relationship and commitment to our
customers, giving added value to each service with
quality, professionalism and support in all solutions.

Our experience covers the business and academic
fields, having participated in research projects and
university teaching, which has led us to take part in the
development of new technologies and in the understanding
of very recent phenomena that affect computer security.

We make alliances with peer companies that allow
exchanging relationships and services, allowing customers
to access customized solutions of greater excellence and
variety.
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VISION

Consolidate as a service company in computer
security to raise awareness and protect the
information of companies against cyber attacks.

Foster alliances between companies, organizations
and universities, which interact with the objective of
contributing to society, in the formation of an
awareness in Information Security.

OUR PILLARS

1. Professional ethics

2. Work of intrusion in an artisanal way, as if a real
intruder did it.
Strategic and collaborative ally.
We work with international standards.
Collaborative and dynamic teamwork.
Excellence and commitment.
Quality of service.
Experts in computer security.

© 0N U AW

Long-term relationship with our customers.
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BENEFITS WITH OUR SERVICES

The investment made

by the company with our
Mservices, allows you to
. minimize the loss of
- money and maximize
" your profits, even when
cyber attacks occur. It will increase its image, prestige,

loyalty because it will protect confidential information and
the relationship with customers, investors, suppliers.

Mitigation of Legal Proactive detection of Maximize Profits /
Problems security incidents Minimize Losses

Business continuity Image Improvement /
Prestige /
Reputation
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Success stories

"We appreciate the service provided, highlighting the great
willingness and warmth in the deal."
Gustavo Kumabe - MAKITA Industrial Equipment

"With your consulting services we can improve the security
of our systems, enabling us to achieve a level of excellence
and thus PCI-DSS certified."

Ricardo May - President - Nexuscom.com

“Very grateful, very professional service and immediate
results in a very sensitive issue, as security."
Mr. David Castaneda - Proyectos Millenium -
Colombia

"I recommend the TalSoFt TS Company, as a provider
of related server management and security services."
Mariano Lerner - Exactian

"Talsoft team, helped us improve the safety of our
infrastructure, and as well always available in case of
emergencies to help us. "
Diego Noya - Chief Product Officer - Making
Sense

"We were receiving attacks on our website, from the
moment we contacted Talsoft we were treated instantly
and were involved in the solution of the problem, what

impressed me the most was their willingness and
determination to help us solve the problem."

Ricardo Alfaro Gymforce.mx
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SERVICES

Computer security services are today an invaluable tool for
companies that rely extensively on their internet
infrastructure operations.

Our computer security services are carried out in an
artisanal way, allowing to imitate an attacker in his task of
intrusion, but in a manner authorized by the client.

WHY AUDIT THE SECURITY OF MY COMPANY?

The main consequences for your business before a
computer attack, causes loss of money, theft of
information, damage of image / reputation, legal
problems. Get a personalized quote at no cost to your
business and avoid problems for your company.
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ETHICAL HACKING

An Ethical Hacking project consists of a controlled security
audit in the computer systems of a company, in the same way as an
intruder or hacker but in an ethical manner, prior authorization
of a confidentiality agreement.

It is a set of methodologies and techniques to perform a
comprehensive diagnosis of the weaknesses of the
organization's computer systems. The result is a report that
identifies the systems in which it has managed to penetrate and the
confidential and / or secret information obtained. This service can
also be used to guarantee compliance with PCI DSS.

There are two types of audit:
e External: It allows to evaluate the security status of an
organization from the Internet as if it were a real intruder.
¢ Internal: It allows to evaluate the security status within the
organization.

MODALITY DELIVERABLES
* 1 Audit per year A digital / online management and
* 2 audit per year technical report is delivered, where the
* Request problems found by criticality, evidences

and recommendations are listed.

SERVICE PHASES

Signature of NDA and commitment / contract rules.
* Attack planning.
* Recognition of the company.
* Enumeration of assets.
* Detection and Analysis of vulnerabilities.
* Exploitation of vulnerabilities.
* Post-exploitation and pivoting.
* Generation of Initial / Final reports.
* Re-verification of problem corrected up to 30 days.
* Project conclusions.
* Service feedback.

METHODOLOGY

Talsoft TS is governed by the following standardized guidelines:
+ OWASP Testing Guide V4

+ NIST SP - 800-115
« CVSSv2
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INTEGRAL SERVICE SIAAS

The SlaaS service is a comprehensive information
security service, with a renewable subscription, which will be
integrated collaboratively with the company. In this way, the
company has an outsourced IT security service available. Specialized
to detect vulnerabilities of computer systems of the company
and allows to make pro-active decisions against cyber attacks.

This service allows:

* Increase business security against computer attacks and
avoid theft of confidential information.

* Minimize the loss of money, maximize profits and
improve investment decisions in the area of technology.

* Improves the image / prestige in front of its clients,
investors and suppliers.

* Increase the safety awareness of the company.

* It allows to make pro-active decisions against a real
computer attack.
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TYPES OF SERVICES SIAAS

SIAAS PRESTACIONES

BASIC * 1 annual external / internal ethical hacking
service.
* Email / Skype inquiries
PCIl DSS * 2 annual external / internal ethical hacking
service.
* Email / Skype inquiries
STANDARD * 2 services of annual external / internal

ethical hacking.
* Email / Skype inquiries
* Incident response
* Monthly hours packs
* Personal attention
* Experts in cloud technologies and computer
security
* Definable projects:
° Survey and Initial Audit
° Vulnerability analysis
° Analysis of security policy and
procedures
° Firewall analysis and security devices
° Control analysis of access to resources
° Hardening of users (includes additional
cost of licenses)
° Cloud infrastructure analysis
° Analysis of events and incidents
monitoring
° Hardening of services

- www.talsoft.com.ar -



https://www.talsoft.com.ar/

VULNERABILITY ASSESSMENT

The "Vulnerability Assessment" is a type of analysis that
seeks to identify and report failures in the devices and in the
technological processes. It is important to highlight that this type of
analysis does not include, at any point, the stages related to
the exploitation of the identified vulnerabilities, but only works
on the correct identification of them.

These are analyzes and tests related to the identification of
open ports, available services and known vulnerabilities in the
information systems, which include manual and automatic false-
positive checks, this allows to identify weaknesses in the network and
perform a professional analysis individualized

MODALITY DELIVERABLES
* 1 Audit per year A digital / online management and
* 2 audit per year technical report is delivered, where the
* Request problems found by criticality, evidences

and recommendations are listed.

SERVICE PHASES

* Signature of NDA and commitment / contract rules.
* Attack planning.

* Recognition of the company.

*  Enumeration of assets.

* Detection and Analysis of vulnerabilities.

* Reports generation.

METHODOLOGY

Talsoft TS is governed by the following standardized guidelines:
+ OWASP Testing Guide V4

+ NIST SP - 800-115
e CVSSv2
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ETHICAL HACKING MOBILE APPLICATION

The "HACKING ETHICAL MOBILE APPLICATION" is a set of
methodologies and techniques for making an external diagnosis
of the weaknesses of computer systems and recommendations to
mitigate the problems encountered.

It consists of a model that reproduces attempts to access any
computing environment of a potential intruder from the Internet.
Detecting the weaknesses of the organization before undue incoming
intruders take place.

This service allows a security audit for mobile applications,
in order to analyze the vulnerabilities that generate a risk in the client's
business. These developed systems that handle sensitive business
information could have a greater impact on your business.

MODALITY DELIVERABLES
* 1 Auditoria por afio Se entrega un informe digital/online
* 2 auditoria por afio gerencial y técnico, donde se enumeran
* A demanda los problemas encontrados por

criticidad, evidencias y
recomendaciones.

SERVICE PHASES

* Signature of NDA and commitment / contract rules.
* Attack planning.

* Recognition of architecture.

* Mobile application audit

* API Audit

* Audit of services and servers

* Generation of Initial / Final reports.

* Re-verification of problem corrected up to 30 days.
* Project conclusions.

* Service feedback.

METHODOLOGY

Talsoft TS is governed by the following standardized guidelines:
+ OWASP Mobile Guide

+ NIST SP - 800-115
¢ CVSSV2
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NEXT STEPS

| just wanted to make sure to write thanking your interest of
the next investment for your business.

It's a choice very important for your business, You have
my commitment and my word that this decision these for
taking, You will make a profound difference in your
company and what you're looking to achieve.

Talsoft is transforming the awareness, control and
power of decision so that companies can protect your
critical information and confidential front to attacks.

It is for this reason that I invite you to follow 3 steps for
what the investment in you deal be successful:

1. Respond to the Talsoft Representative of the
service making the queries you have.

We guarantee that our services you can control and
know the state of computer security for your business,
and focus on the growth and prosperity of your business.
Our professionals working wich the same way as an
intruder but authorized. We provision computer
security experts to help him to respond to incidents and
making decisions in a personalized way.

THANK YOU FOR YOUR TIME AND LOOK FORWARD TO YOUR
RESPONSE TO THIS PROPOSAL SO YOU CAN START
PROTECT YOUR BUSINESS.

TALSOFT TS TEAM
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