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mx.linkedin.com/in/juancarloscalderon

Darren Challey
Vice President, Enterprise Information Security at Expedia

Juan Carlos was the leader for a large team of Ethical Hackers performing security work = ®
for me from 2007 to 2010 JC was easy to work with and was eager to extend the knowledge Xpe Ia
and capabilities of that team. Over the years, he and his team assessed thousands of

applications and uncovered vulnerabilities that could be subsequently be fixed. He also
helped to develop... more

April 19, 2011, Darren was Juan Carlos’s client

Eduardo Cerna, 150 27001 Lead Auditor BankofAmerica //\)/
AVP; Infarmation Security Specialist, IT Security Auditor.

Juan Carlos is one of the best application security professionals and researches that |
have met. He developed and implemented many best practices in the company securty
programs. He is reliable, hard-working, conscientious, top-performing and has a deepest
knowledge on regards of [T Security.

Juan would be an exception asset to any [T Security function at the level .. more

May 4, 2011, Eduardo worked with Juan Carlos at Softtek

Sachin Kediyal YaHoO!

Lead Paranoid, Department of Defense @Y ahoo!

JC {Juan Carlos) is an expert in application security. He brings excellent techno-
managerial skills in a security team. He is a great leader, technically very strong, very and
always keen on researching and learning new skills in information technology.

September 24, 2009, Sachin was with another company when working with Juan Carlos at Softtek



Services

~

«Advice for remediation

eRemediation (JAVA/ASP.NET)

«Guidelines and customized
remediation guides

Gesign analysis

ePenetration testing (Web/Web
Services and client Server)

«Code review
eJava
o NET
15 other technologies

|8

*Implementation of secure
development cycle with OWASP

*Real-time analysis (CONTRAST
product)

*Courses aimed at raising
awareness and secure remote
development

¥ » /L *Guides safe development




Products

Fastest Security Analyzer
For Web Apps and APIS

INTRAST

Top Edge IAST technology
Real Time Detection

Real Time Protection
Continuous and Scalable
Affordable

www.contrastsecurity.com

Gartner names Contrast as ‘Visionary’ . .
in Application Security Gartner . ./


http://www.contrastsecurity.com/

Helping to Shape the App Sec Industry

() OWASP
The Open Web Application Security Project
OWASP Top 10 - 2010
Los diez riesgos mas importantes en Aplicaciones Web

)
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e 5years Involved in OWASP
e Attendance to 2 summits world leaders
* Organizations of 3 conferences in Mexico
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How safe are your systems?

b Or this safe? a




The last line of defense for
private and sensitive
information is your website

Application

Web/App Server




How can you be affected?
or

Vulnerabilities that have
found for our clients



First of all, Why are you so Comfortable?

Neither HTTPS, a Firewall, or IDS, avoid
application vulnerabilities, only infrastructure
related vulnerabilities




- Oracle HR portal -
Self Increase Salary

Employee Directory Sign Out

[ erickson x J

Erickson, Barry

Search ‘

VP330.VP Human Resources, Corporate Human Resources
"‘T Primary Job (100%)

4 found
About DAs

2., Erickson, Barry

i VP330.VP Human Resources Avaliability Unavalleble

| was scheduled to finish work at 17:00

Mobile 212-323-3234

Erickson, Bobby
IMA100.Imarketing Administrator

Work 212-324-9032

Erickson, Edward
128621.Personnel Assistant..01-JAN-1951

Erickson, Peter
220300.ASSOCIATE PROFESSOR OF
HISTORY

Corporate Fraud (Internal)



- Financial Portal -
Access to accounts of other customers

Financial exposure of customer
information to third parties




- Sun Microsystems Portal-
password file exposure
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Transferring data from wwav droonet.com -

Leakage of internal information to third parties



- Online game of TV broadcast chain-
Cheat to win $1 millon USD

Loss of money and reputation for
abuse of the functionality of your site




Impact

Trust is hard and expensive to recover




Evaluate and Secure your systems
and software development cycle

Now ;
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Fostering Peace of Mind on the Cyber worid

— T
Phone US (301) 637.7743
Phone MX (449) 239.4553
Cellular +521 (449) 164.8038
Skype juan.c.calderon

juan.calderon@borealixsec.com

WWwWw.borealixsec.com



skype:juan.c.calderon?call
mailto:juan.calderon@borealixsec.com
http://www.borealixsec.com/

